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Challenges

•Testing is critical in telephony

•The famous 5 nines (99.999% availability – a little 
more than 5 minutes down time per year)

•A phone call could save a life!

•Security threats on IP telephony: telephony is now more 
accessible than ever

•Media quality – voice and video

•New technologies, new services deployed very quickly: 
how to cope with testing?
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Testing telephony with Open Source 
test tools

•Advantages of using Open Source test tools for telephony:

•Up-to-date: the feature list follows the state of the art

•No usage limit: easy to get: more tests, less bugs

•Customizable: add your own features and get feedback

•Some de-facto standard test tools are already Open Source

•Some tools are unique, not available in a commercial form

•Drawbacks

•No commited support: be careful to choose the right, active tools. 

•Tool’s quality could be so so: you can enhance it yourself

•Difficult to implement licensed algorithms (eg. PESQ voice quality)
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Soft phones

Name

Linphone

WengoPhone

Ekiga

Licen.

GPL

GPL 

GPL

Health

Moderate

Full speed

Full speed

Features

SIP/audio only, G711-a/ulaw, LPC10-
15, GSM, SPEEX and iLBC, DTMF 2833, 
sipomatic

SIP/audio + video, SMS, chat/presence 
(via libgaim), STUN, G711, ILBC, GSM, 
AMR, SPEEX, H263, Python binding

SIP, H323/audio (iLBC, GSM-06.10, MS-
GSM, G.711-a/ulaw, G.726, G.721 
and Speex Audio Codecs) + video 
(H.261)

Missing

Win32 port, video, 
scripting

SIP traces, SDP 
negociation, media 
stats, session record

Same as 
WengoPhone 
except SIP traces
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Protocol

Name

SIPSak

SFTF

SIPUnit

Licen.

GPL

GPL

Apache 

Health

Moderate

Moderate

Full speed

Features

Small comand line tool to send/receive SIP 
messages. Authentication (MD5, SHA1), 
flooding tests. 

Test tool for common SIP errors. Includes a 
User Agent test suite

Environment to unit test SIP applications, 
extending JUnit framework.

Missing
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Monitoring

Name

Ethereal

ntop

ngrep

VoIPong

Oreka

Licen.

GPL

GPL

BSD Like

GPL

GPL

Full speed

Moderate

Moderate

Moderate

Full speed

Features

Capture and decode most protocols, support 
all telephony protocols over IP and SS7 
(E1/T1), RTP capture and listening (G711), 
scripting language (LUA)

ntop is a network traffic probe that shows 
the network usage, similar to what the top 
command does.

grep for network

Detection and recording of RTP streams as 
wav files (control plane independant) –
lightweight.

Recording and retrieval of VoIP streams (RTP 
using SIP or Skinny). Aimed at call centers. 

Missing

More audio decoding, 
Video

More VoIP and Video 
support (introduced in 
3.2)

SIP filters, multi-streams 
(video+audio)

Multi-streams 
(video+audio)

Health
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Security

Name

SIPbomber

Nastysip

PROTOS SIP 
suite

SIP-scan

SIP-kill

SIP-redirecrtp

SIPp

Licen.

GPL

GPL

GPL

GPL

GPL

GPL

GPL

Health

Dead

Dead

Moderate

Moderate

Moderate

Moderate

Full speed

Features

Create SIP messages from BNF, analyze RFC 
compliance, CERT tests (PROTOS) – UAS only 
testing. 

Generate bogus SIP-messages, torture tests.

Test-suite to evaluate implementation level 
security and robustness of SIP implementation

Scan network for SIP clients

Scan and kill SIP calls

Intercept RTP by manipulating SIP SDPs

See “Traffic/load generators” category. 
Security features: can send any (mis-
constructed) SIP message as well as any (mis-
constructed) RTP packet.

Missing

UAC support

More tests, fuzz 
testing

Security test 
suites, fuzz 
testing, SIP + RTP 
test suites, test 
sequencing + 
report
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Traffic / load generator

Name

SIPp

Grinder

Seagull

Licen.

GPL

BSD Like

GPL

Full speed

Full speed

Just 
GPL’ed

Features

SIP + RTP (capture replay), XML scenarios, 
external database, call variables, regular 
expressions evaluation in scenarios, dynamic 
scenarios (branching), UDP/TCP/TLS, 
IPv4/IPv6.

Java load testing framework. Supports http, 
https, soap, XML/RPC, pop3, smtp, ldap. 
Plugin architecture.

Multi-protocol traffic generator. Diameter 
(base and all applications (Cx, Dx, Ro, Rf, 
Sh, …)), radius, TCAP over SS7 or Sigtran. 
Transports: UDP/TCP/SCTP/SS7. To come: 
http, xcap, h248 ascii, SIP, Sigtran SUA.

Missing

Media quality metrics 
(MOS/E-factor), AKA 
authentication.

Telephony protocols

Media, more 
protocols, traffic 
shaping

Health
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Network impairment

Name

NISTNet

Dummynet

Licen.

NIST

BSD

Low

Dead

Features

Packet delay, jitter, bandwidth limitation 
(asymetric), packet re-ordering, 
congestion, packet lost and duplication. 
Linux Kernel module. Feedback loop.

Same as NISTNet, for freeBSD

Missing

Dynamic 
(change 
over time) 
scenarios

Health
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Media

Name

Ffmpeg

VLC

GStreamer

H323 
Beacon

Licen.

GPL

GPL

LGPL

Mozilla

Full speed

Full speed

Full speed

Moderate

Features

Encoding, transcoding and streaming of 
audio and video files. Supports 3gp, amr, 
h263, h264, mpeg4, …

Multi-media player, encoder, streaming client 
& server

Multimedia framework to handle media. 
Flexible “graphs” to create complex 
combinations between functions.

H323 video conference monitoring (frame 
rate, throughput, jitter, mos). H323 generator.

Missing

Audio and video 
quality metrics

SIP

Health
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Demo 1: SIP+RTP monitoring (Ethereal)
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Demo 2: SIP + RTP traffic (SIPp)
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